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Introduction

Cisco Router and Security Device Manager (SDM) is a web-based device management tool used in
several Networking Academy Courses. CCNA Courses Discovery & Exploration include limited
instruction and activities on SDM version 2.4, while CCNA Security includes a significant portion of
instruction and activities on SDM version 2.5. This User Guide provides a reference for both versions
including instructions on installation of the appropriate version for your course.

Table 1 lists the corresponding SDM version for each curriculum. The listed versions of SDM
executable files can be found on Academy Connection and Cisco Systems, Inc. as noted later in this
document. Please use the appropriate version of SDM with the course and versions listed to ensure the
most accurate match of screen output results during lab exercises.

Table 1 SDM version for each curriculum

CCNA Discovery and Exploration CCNA Security
Versions 4.0 & 4.1 Version 1.0

SDM Version 2.4 2.5
This document includes information on the SDM installation process as well as instructions to run SDM.

If removal of SDM becomes necessary, this document also includes steps to remove SDM from the
router or personal computer.

Please note that Cisco Systems, Inc. announced the end-of -life for SDM. February 26, 2012 is the last
day that Cisco Engineering may release any final software maintenance releases or bug fixes. The last
day to receive service and support on SDM is February 28, 2014. The replacement product for SDM is
Cisco Configuration Professional (CCP). Furthermore, the Integrated Services Routers Generation Two
(ISR G2), 1900, 2900 and 3900 series, are not supported by SDM. These routers use Cisco
Configuration Professional (CCP) for GUI based configuration.

All the information regarding SDM included in this document is compiled from documents posted by
Cisco Systems, Inc. The links to these documents can be located in the Further Resources section of this
document.

Downloading SDM executable files
Academy Connection :: Course Catalog
1+ Cnures Matariale

A Networking Academy instructor can log in and download the
SDM executable zip files from Academy Connection. On the
Academy Connection website, these zip files are located in the

:: Equipment Information

TS Qkharinn
——

Equipment Information section under Resources or the classroom
setup tab in the related curriculum.

Equipment Information

Once you have logged into Academy Connection, on the right side
of the Instructor Home page under Resources, locate Equipment
Information (Figure 1). Then choose Lab Equipment List &
Contact Info and the desired SDM Installer. Choose the related
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SDM version, for example, SDM version 2.5 if supporting CCNAS labs or 2.4 for Discovery and
Explorations labs. Download the zip file to a desired location.

Classroom Setup Tab

SDM executable zip files can also be found inthe ETEEEEEER
Classroom Setup tab Aﬂer |0gg|ng into Academy ! ote- ' content availability vari ricula and other types of

Connection website as an instructor, choose Tools
(Figure 1) on the right side bar on the Instructor
Home page.

* Indicates Reguired Fields

*Select Curriculum -

*Select Course

ﬁa

After clicking Tools, find the section labeled Find
Curriculum & Instructional Tools (Figure 2). 1 Show Descripton
Then choose the desired curriculum and click Find NG| FindTools |
Tools. On the next page, choose the Classroom ; Fina,".~~ram & Marketina T~ _.s
Setup tab and locate the related SDM zip file. ~ Show Descripion —

- - . . . . ind Tools | -
Click on the link to the zip file and save the zip file e
in a desired location on the PC. Figure 2 Find Curriculum & Instructional Tools

Click-Paths to Download Corresponding SDM versions

Equipment Information: Equipment Information > Lab Equipment List & Contact Info > desired
SDM Installer

CCNA Discovery, SDM v2.4: Choose Tools > Select Curriculum > CCNA Discovery > Select
Course. Choose any CCNA Discovery Course and the version. Click Find Tools. Choose
the Classroom Setup tab and locate SDM v2.4 installer’

CCNA Exploration, SDM v2.4: Choose Tools > Select Curriculum > CCNA Exploration >
Select Course . Choose any CCNA Exploration Course and the version. Click Find
Tools. Choose the Classroom Setup tab and locate SDM v2.4 installer.

CCNA Security, SDM v2.5: Choose Tools > Select Curriculum > CCNA Security > Select
Course > CCNA Security and the version . Click Find Tools. Choose the Classroom
Setup tab and locate SDM v2.5 installer.

Cisco Website

A Network Academy instructor with a privileged Cisco Connection Online (CCO) account can
download SDM from the Cisco website.

Router Requirements

The following section lists only the system requirements in Academy curricula for use with Cisco
equipment sold through the Academy. For a complete list of supported 10S images, routers, adapters,
cards, and network modules, please visit the following link for the release notes provided by Cisco
Systems, Inc.

http://www.cisco.com/en/US/products/sw/secursw/ps5318/prod release notes list.html

Supported Routers

SDM supports many routers including the ISR G1 models used by Networking Academy. These models
include the 1841, 2801 and 2811. SDM does NOT support the ISR G2 routers (1900, 2900, and 3900).
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G2 models use CCP as the preferred GUI configuration tool. Table 2 lists only the Academy-bundled
routers and available 10S images from CCO for use with SDM v2.4 and v2.5. For a complete list of
routers supported by each version of SDM, please visit

http://www.cisco.com/en/US/products/sw/secursw/ps5318/prod release notes list.html

Cisco's Feature Navigator or Software Advisor can also provide this information by searching on
feature, image, or platform.

Table 2 SDM Supported Cisco Routers and 10S Versions

SDM Supported Routers Available Cisco 10S Versions
Cisco 1721, 1751, and 1760 - 12.4(3) or later
- 12.4(2)T or later
Cisco 1841 - 12.4(2)T or later

- 12.4(3) or later
- 15.0(1)M or later
- 15.1(1)T or later

Cisco 2611XM, 2620XM, 2621XM, and 2691 - 12.3(8)T or later

- 12.4(3) or later
- 12.4(2)T or later

Cisco 2801 and 2811 - 12.4(2)T or later
- 12.4(3) or later

- 15.0(1)M or later
- 15.1(1)T or later

Adapters Cards and Network Modules

SDM supports a variety of adapters, cards, and network modules. Table 3 lists all the supported
interfaces sold through the Academy. SDM is compatible with HWIC-4ESW, WIC-1B-ST, WIC-1T,
WIC-2A/S and WIC-2T cards.

Table 3 List of supported interfaces sold through the Academy

SPM Srn%E?F;ﬁSSROUter Part Numbers
WAN Interfaces (WICs) WIC-1T, WIC-2A/S, WIC-2T, WIC-1B-S/T
High speed WICs (HWICs) HWIC-4ESW

Memory Requirements
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Table 4 lists the minimum router memory requirements to successfully run SDM. The table only lists the
requirements for SDM versions 2.4 and 2.5.

Table 4 Memory Requirements for Routers and PC to Support SDM

Applications Version 2.4 Version 2.5
Cisco SDM (Flash Memory on the Router) 6.97 MB 7.63 MB
Cisco SDM Express (Flash Memory on the Router) 2.04 MB 243 MB
Cisco SDM installed on a PC 7.5 MB 8.14MB
mgféiisrxﬁﬁz%eerz;n;rﬁﬁsIll?c:l'ﬂgrr; (in addition to Cisco SDM 2 MB 213 MB

PC System Requirements

SDM can be run from a router via a web browser or a small executable installed on the PC. This section
documents the PC requirements for running SDM properly from either location.

SDM is designed to run on a personal computer that has a Pentium 111 or faster processor. SDM can be
run on a PC using any of the following operating systems for SDM versions 2.4 and later:

e Microsoft Windows XP Professional

e Microsoft Windows 2003 Server (Standard Edition)

e Microsoft Windows 2000 Professional with Service Pack 4 (Windows 2000 Advanced Server is
not supported)

e Microsoft Windows Vista (Business Edition)

Note: A Windows PC is necessary to install SDM. After SDM has been installed on the router, a PC
with network connectivity to the router can access SDM from a web browser by using the router IP
address or hostname.

Minimum Screen Resolution

Cisco SDM requires a screen resolution of at least 1024 x 768.

Web Browser Versions and Java Runtime Environment Versions
SDM version 2.4 or later can be used with the following browsers:

Netscape 7.1 and 7.2

Netscape 9.0 (supported only in version 2.5)
Internet Explorer version 5.5 and later versions
Firefox 1.0.6 and later versions

SDM uses SUN Java Runtime Environment (JRE) version 1.4.1 or later integrated into the web browser.
The Java versions required to run SDM as documented by Cisco Systems are listed in Table 5.
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Table 5 Java Requirement for SDM

SDM Version Supported JRE Versions
2.4 JRE 1.4.2_08, JRE 1.5.0_06, JRE 1.5.0_07, JRE 1.5_09
25 JRE 1.4.2 08, JRE 1.5.0_06, JRE 1.5.0_07, JRE 1.5 _09, JRE 1.6.0 02,
JRE 1.6.0_03

Links to Download or Verify Java

Download the older versions of Java: http://java.sun.com/products/archive/

Testing and verifying the installed version of Java: http://www.java.com/en/download/testjava.jsp

Router Preparation

The following section outlines the steps to prepare the router to install and run SDM. The router
establishes network communications with a Windows PC during SDM installation. HTTP/HTTPS is
also enabled for web browser access. Finally, privileged user accounts are setup for router access using
SDM.

Steps to Setup Router for SDM access
Step 1) Configure the router Fa0/0 IP address

(This is the interface that a PC will connect to using a web browser to bring up SDM. An SDM router may
require connection to a different port in order to access SDM. The IP address in this example is for
reference only. Any network addresses will work as long as there is network connectivity between the router
and PC.)

Router(config)# interface Fa0/0
Router(config-if)# ip address 10.10.10.1 255.255.255.248
Router(config-if)# no shutdown

Step 2) Enable the HTTP/HTTPS server of the router

Router(config)# ip http server
Router(config)# ip http secure-server
Router(config)# ip http authentication local

Step 3) Create a user account with privilege level 15 (enable privileges)

Router(config)# username <username> privilege 15 password <password>
Replace <username> and <password> with the username and password that was chosen by the user.

Step4) Configure SSH and Telnet for local login and privilege level 15

Router(config)# line vty 0 4
Router(config-line)# privilege level 15
Router(config-line)# login local
Router(config-line)# logging synchronous
Router(config-line)# transport input telnet
Router(config-line)# transport input telnet ssh

SDM Installation
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SDM can be installed on a Windows PC, a SDM-supported router (see Supported Routers for a list of
routers sold by the Academy) or both a Windows PC and a router. The option to install SDM on both a
computer and a router allows the user the option to launch SDM from a Windows computer or from any
PC via the web browser. All options require network connectivity to the router, HTTP/HTTPS enabled
on the router, and a compatible Java version running on the computer.

The following is a sample installation procedure for SDM version 2.4 on a Windows computer or router.
The procedure is similar for other versions of SDM. When the file is unzipped, the folder SDM-V24 will
be created in the user-defined location. In this example, the executable file setup is found in the SDM-

| » SDM-V24

Views v |Jjj Open K& Share (@ Bumn

: Date modified
E,?QSDMLauncher

. 3/30/2007 5:01 AM
( setup 3/30/2007 5:02 AM

¥ tar 373042007 5:02 AM

% libiconw-2.dll 33072007 5:02 AM

% libintl-2.4lI 373072007 5:02 AM

v _ sdmconfig-8xx.cfg 3/30/2007 5:02 AM

Figure 3 In the SDM-V24 folder, double click the setup.exe file to start the SDM installation process

V24 folder, and the setup process is started by double-clicking on the setup.exe icon (Figure 3). Once all
the permission issues are satisfied , the Cisco SDM-InstallShield wizard appears (Figure 4). The
installation process can begin once the license agreement is accepted (Figure 5).

Cisco SDM - Installation YWizard

Welcome to the Installation wizard for Cisco SDM

This wizard will install Cisco SDM 2.4(English) on your
computer and router.

It is strongly recommended that you exit all Windows
programs before running this Setup program.

Click Next to continue with the installation wizard.

Back l MNext > ][ Cancel ]

Figure 4 Click Next on the Welcome Screen to continue.
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After accepting the license agreement, the user has three choices for SDM installation (Figure 6):

e This Computer (Here): SDM is run from the local Windows PC that meets the memory and
hardware/software requirements listed earlier. The user can access the router by using this locally
installed SDM executable to connect to a target router.

e Cisco Router: SDM is installed in flash memory of a supported router. (Please see Supported
Routers for a list of supported routers sold by the Academy.) This option allows the user to
access the router that is using SDM from any PC that has a compatible web browser.

e Both (computer and router): The user can install SDM on both a Windows PC and the flash
memory of a supported router. (See Supported Routers) This option allows the user to launch
SDM from the PC or alternately from any PC by using a compatible browser. Only routers with
the locally installed version of SDM can be accessed by PCs using the browser method.

Cisco SDM - Installation Wizard

License Agreement
Please read the following license agreement carefully.

Copyright [c] 2002-2007, Cisco Systems, Inc. All rights reserved. -
The copyrights to gtar.exe are owned by
other third parties and are used and distibuted under the GNU Public T
License. & copy of the license is available at

http: /A fsf. ora/licenses/info/GPLv2. html,

A copy of the source code for gtar.exe is avallable at http:/ s gnu. org/software/tar

End User License Agreement
IMPORTAMT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.

DOWNLOADING. INSTALLING OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT. -

@ | accept the tems of the license agreement

() | do not accept the terms of the license agreement

| <Back | Newt> | | Cancel |

Figure 5 Continue with the installation, the use must accept the license agreement by clicking Next.

Cisco SDM - Installation Wizard

Install Options
Install Cisco SDM on this computer or on the router.

Select where you want to install Cisco SDM.
@ This Computer
Installs Cisco SDM on this computer.

() Cisco Router
Installs Cisco SDM on your router's flash memory.

() Bath [computer and router)

Installs Cisco SDM on this computer and on your router's flash memory.

| <Back | Mew> | [ Cancel |

Figure 6 Choose an installation option and click Next.
SDM User's Guide Page 7 of 21 Revised on April 8, 2011
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Installation on a Local Windows PC

Installing SDM on a Windows PC is similar to installing other applications on a PC. The installation
wizard will guide the users through all the steps. The user decides the destination folder for SDM
installation (Figure 7) and clicks Next. The installation starts when the user clicks Install (Figure 8).

‘Cisco SDM - Installation Wizard
Choose Destination Location
Select folder where setup will install files.

Setup will install Cisco SDM 2.4(English) in the following folder.

To install to this folder, click Nest. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program Files\Cisco Systems\Cisco SDM

| <Back | MNewt> | | Cancel |

Figure 7 Click Choose the destination folder

When the installation is finished, Cisco Systems is listed under Programs in the Start Menu and a short
cut to Cisco SDM may appear on the desktop. SDM can be started by choosing Cisco SDM under the
submenus for Cisco Systems in the Start Menu or double-clicking the desktop icon (if it was installed).

Cisco SDM - Installation Wizard
Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back.

Click Cancel to exit the wizard.

| <Back | instal | [ Cancel |

Figure 8 Click Install to commence the SDM installation process for a Windows PC.
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Installation on the Flash Memory of a Router

Once the router preparation is finished (see Router Preparation), the installation can be started
by executing the setup.exe file in the SDM-v24 folder on a Windows PC. The Cisco SDM-
InstallShield wizard will start after all the security and licensing issues are addressed. The user
clicks Next to continue. The user must accept the license agreement to continue with the
installation (Figure 9).

(" Cisco SDM - Installation Wizard

License Agreement
Please read the following license agreement carefully.

Copyright [c] 2002-2007, Cisco Systems, Inc. Al rights reserved. -

The copyrights to gtar.exe are owned by 3
other third parties and are used and distributed under the GNU Public .
License. A copy of the license is available at

http: # v, fsf. org/licenses/info/GPLy2 hitml.

A copy of the source code for gtar.exe is available at http://www.gnu.org/software/tar

End User License Agreement
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.

DOWNLOADING, INSTALLING OR USING CISCO DR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT. -

@ | accept the terms of the license agreement

) | do not accept the terms of the license agreement

InstallShield

[ < Back ][ Next > ][ Cancel ]

Figure 9 To continue with the installation, the user must accept the license agreement by clicking Next.

In the Install Option dialog box, choose Cisco Router to install SDM on the flash memory of the router
(Figure 10). In the Router Authentication dialog box, input the IP address or hostname of the router and
the username of a privilege level 15 username & password pair that was previously configured on the

i—Ciscc:u SDM - Installation Wizard

Install Options

Install Cisco SDM on this computer or on the router.

Select where you want to install Cisco SDM.
() This Computer
Installs Cisco SDM on this computer.

@ Cizco Router
Installs Cisco SDM on your router's flash memory.

() Both [computer and router|

Installs Cisco SDM on this computer and on your router's flash memory.

[ < Back M Next > ][ Cancel

Figure 10 Choose Cisco Router and click Next.
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router in the Router Preparation step. Click Next to start the SDM installation on the router (Figure 11).
It could take a few minutes for the Windows PC to connect to the router. After the wizard connects to
the router, it prompts the user for the type of SDM installation: Typical or Custom. Most likely, Typical
is an adequate choice. The Installation Wizard prompts the user to choose the SDM components for

~

FCisco SDM - Installation Wizard

Router Authentication

Enter router authentication information.

Enter the router's IP address/Hostname, usemame and password. To install files on your router
you should be a Privilege level 15 user or view user of type SDM_Administrator(root).

Hostname/IP Address: 10.10.10.1
Usermame: CisCo
Password: LLLLL

Note: HTTP should be turned on in your router for the installation to succeed. The install
application will turn on HTTP ar HTTPS server on the router if it is not tumed on.

[ <Back |[ Newt> | [ Cancel |

Figure 11 Input the IP address of the router, privilege level 15 username and password

installation. The user should verify that there is enough space available on flash to install all the desired
components (Figure 12). If space is limited, the user can choose not to install Cisco SDM Express. Cisco
SDM Express is optional in the general function of SDM. Cisco SDM Express is only used for the initial
router setup or after restoring the router to the default factory settings. Once the components are
selected, the Installation Wizard is ready to install SDM on the router. The user clicks Next to continue
with the installation. When the user is ready to install SDM on the router, the user clicks Install to start
installing the application. After SDM is installed on the router, a user can access the router by using a
web browser if the user has the right credentials and network access to that router.

Cisco SDM - Installation Wizard

Select Cisco SDM Components

SDM: Install Cisco Router and Security Device Manager.

Secure Desktop Package

re ‘WebVPN Client Package

0 Secure Desktop [CSD) and C Secure WebVFN client [SVC) packages are require
ou plan t nfigure this router as a WebYPN gateway with CSD and SYC feature,

Install Cisco SDM Express.

WLAN: Install the Wireless Application
Space Required on: flash: 8224 KB
Space Available on: flash: 25088 KB

[ < Back M Next » ][ Cancel ]

Figure 12 Verify available router flash memory for all desired components and click Next to continue.
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Running SDM from a PC

After the SDM installation is completed, SDM can be launched from the short cut on the Desktop or in
the Start menu > Programs > Cisco Systems. Once SDM is launched, a dialog box prompts for the IP
address or the hostname of the desired router (Figure 13).

Note: If the command ip http secure-server was issued for the router, the user can choose to enable
HTTPS by clicking on the check box next to “This device has HTTPS enabled and I want to use it” (see
Router Preparation).

E SDM Launcher [E]Q

SDM will be launched from the PC usingthe 4 | I Il l I
default browser.
CIsCO

Device IP Address or Hostname : |1 010101 L]

[7 This device has HTTPS enabled and | want to use it.

Launch Cloge
I |

Figure 13 Input the router IP address or hostname to launch SDM.

Once the SDM is launched, an Authentication Required dialog box prompts for username and password
(Figure 14). The username and password pair was either configured by the user from the command line
interface or from the factory default username cisco and password cisco. Once the correct credentials are
accepted, SDM launches and allows access to the router. If SDM fails to launch at this point, there are a
few issues to consider. Check that all the security issues have been addressed. Also consider whether the
pop-up blocker in the web browser is disabled for the router IP address or hostname. As an example, in
Internet Explorer, the popup blocker can be deactivated by going to Tools > Popup Blocker. In this
menu, the user can choose to turn off the popup blocker entirely or disable the popup blocker for certain
IP addresses or hostnames. After the popup blocker has been disabled, the user may need to restart SDM
and the web browser.

o

FAuthenticati-:un Required

9‘ A username and password are being requested by http://10.10.10.1. The site says: "level_15 or
4 wiewy_access”

User Name: cisco

Password: eeeee

[ OK ] [ Cancel

Figure 14 Input username and Password, such as username cisco and password cisco.
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Note: If SDM does not start or function properly, please verify the Java version. (see Web Browser
Versions and Java Runtime Environment Versions)

Running SDM from a Router

To run SDM from a router, a computer must have network connectivity to the router using a web
browser. In the web browser, input the router IP address or hostname. Once SDM starts, SDM prompts
if the user wants to use HTTPS to communicate with the router. This occurs if HTTPS is enabled on the
router. To enable HTTPS, the command ip http secure-server must be configured on the router. The
user can use HTTPS by choosing OK to continue with SDM using HTTPS (Figure 15). Next, SDM will

[ The page at http://10.10.10.1 says: ‘

You are using HTTP to connect to the router.
A more secure protocol (HTTPS) is available.
Click OK to use HTTPS, or Cancel to continue with HTTP,

QK Cancel

Figure 15 If ip http secure-server is issued for the router, the user can choose to use HTTPS to
communicate with the router.

prompt the user for username and password (Figure 16). When logging in, use either the username and
password pair that was configured on the router when setting up the router for SDM installation (see
Router Preparation) or the default factory username cisco and password cisco. SDM will not start if the
popup blocker is active for the router IP address or hostname. For example, in Mozilla Firefox, the
popup blocker can be disabled by going to the Tools > Options > Content tab. In this tab, the user can
choose to turn off popup blocker entirely or disable popup blocker for certain IP addresses or hostnames.
After the popup blocker has been disabled, the user may need to restart the web browser to access SDM.

Authentication Required [
Q‘ A username and password are being requested by https:/£10,10,10.1. The site says: "level_15 or
wiews_access”
User Name: |
Password:

[ OK ][ Cancel }

Figure 16 Input username and password with the privileges to access the router.

Note: If SDM does not start or function properly, please verify the Java version. (see Web Browser
Versions and Java Runtime Environment Versions)

SDM Express

SDM Express is a component of SDM that performs basic initial router configuration from a web
browser using the router IP address. SDM Express is only available when the router is in the original
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factory settings (see Further Resources for a sample router configuration). The original factory network
settings for a SDM-supported router are listed below in Table 6.

Table 6 Default factory settings for SDM access

Default Factory Settings

FastEthenet0/0 IP Address / netmask 10.10.10.1 / 255.255.255.248

Username / password cisco / cisco

Once the router has been configured by the user, SDM is executed instead of SDM Express when a web
browser is used to access the router.

Restoring Router to Default Factory Settings

SDM can restore the router to default factory settings. A web browser with the router IP address or
hostname is used to access the SDM application installed on the router.

After SDM is launched, under the File menu, choose Reset to factory default. Another way to reset the
router is to click on the Configure button and then choose Additional Tasks on the left sidebar of the
Configure page. Then choose Reset to Factory default under the Configuration Management folder.

It is important to note the instructions in the dialog box (Figure 17). During the process of restoring the
router to default factory settings, the current running configurations on the router will be replaced with a
default configuration (see Further Resources for a sample). The running configurations of the user will
be erased unless they are saved to a PC or other storage devices (Step 1 in Figure 17). When ready, click
on the Reset Router button. A Warning dialog box will appear and click Yes to continue to reset the
router.

While the route is resetting, SDM will need to be closed and network connectivity to the router will also
be lost. Once the router is reset, SDM can be opened again using the default factory settings. After the
router has been reset, the IP address on the PC has to be changed to an available address in
10.10.10.0/29 network to reconnect to the router. To access SDM again on the router, open a web
browser to http://10.10.10.1/ and log on with the username cisco and password cisco. When the
credentials are verified, SDM Express will now open for initial router configurations. Once the router is
configured, SDM Express will not launch again until the router is restored to default factory settings.
SDM will launch in place of SDM Express for normal maintenance.
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E-¥% Router Properties ) . "
EHE Roulst Access Resetting to factory defaults returns the router to its factory configuration, and erases any

L g Device Provisioni configuration changes made using SOM or the CLI After resetting, vou can launch SDM again,
gg Difg,rf erice Fravisioning and configure the router afresh.

B DNS

-t Dynamic DNS Methods
&-{1 ACL Editor

B Portto Application Mappingd
B-_& URL Filtering
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Use Case Scenario

UF‘N -i[®: Zones Eacio
=3 A Defa
ty ~{B' Local Pools Configuration
e --@%' Router Provisioning
Security Audit | S ‘gb a02.1%
@ C3rL St
B3 Configuration Management v Save Running Config to PC
3 Config Editor
Reset to factory default Location  |CAProgram Files\Cisco SystemsiCisco SDMISDMConfig-Feb 8,2 Browse..
Step 2:
~ Understand how to reconnect
. You will lose the connection between the PC and the router when you resetthe router. Write down
Intrusion Prevention the following steps and perform them on the PC after resetting the router in order to reconnect.

&-

Quality of Service

‘.f' ;
Additional Tasks

Additional Tasks 14:05:09 UTC Tue Aug 10 2010 é

a) Configure the PC with the static IP address 10.10.10.2 and the subnet mask 255.255.255.248.

b) Point your web browser to hitp(s)J/10.10.10.1.
) Log into SDM again with username cisco and password cisco.

Click the Reset button if you are ready. Reset Router |

« [»]  Then, follow the steps to reconnect.

Figure 17 Restore Router to Factory Default.

SDM User's Guide Page 14 of 21 Revised on April 8, 2011



CIsCo

Cisco| Networking Academy*®
Mind Wide Oper

Uninstalling Cisco SDM Files
Remove SDM from Windows PC

To remove Cisco SDM version 2.1 or later from a PC:

Step 1: Click Start > Program > Cisco Systems > Cisco SDM > Uninstall to launch the
Uninstall program.

Step 2: When the message “Do you want to remove the selected applications and all of its
features?” appears, click Yes.

Step 3: When the Uninstallation Complete screen is displayed, click Finish.

Remove SDM files from the Router

When removing Cisco SDM from flash memory or from other router disk file system, the user logs into
the router and completes the following steps in EXEC mode:

Step 1: Change to the directory in which the Cisco SDM files are located. If the router has a flash
file system, use the following command:

router# cd flash:
Step 2: Use the delete command to remove all Cisco SDM files.

The example below deletes the file sdm.tar:.

router# delete sdm.tar

Delete filename [sdm.tar]?

Delete flash:sdm.tar? [confirm]
Press Return to confirm the deletion.

To delete all files with the same extension (.tar):
router# delete *.tar (This will delete all the files with .tar extension)
Step 3 Reclaim memory space by using the squeeze flash: command:
router# squeeze flash:

It is not necessary to use the squeeze flash: command on DOS-based file systems.
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Table 7 displays a sample list of SDM 2.4 related files that are loaded on the router file system. Once
these files are removed from the router file system, SDM is no longer accessible from a web browser.

Table 7 Sample list of SDM related files and descriptions of the function of the files

Filename Size Description
common.tar 1.11 MB Cisco SDM and Cisco SDM Express support file
es.tar 840 KB Cisco SDM Express application file
home.shtml 1.01 KB Cisco SDM and Cisco SDM Express support file
home.tar 110 KB Cisco SDM and Cisco SDM Express support file
sdmconfig-modelnum.cfg
Example for 1841 Router: 2.0 KB Default configuration file
sdmconf-18xx.cfg
sdm.tar 5.75 MB Cisco SDM application file
sdmips.sdf Variable F_lles created when Cisco SDM is used to modify Cisco 10S IPS

signatures

securedesktop-ios-3.1.1.45-k9.pkg 1.61 MB Cisco Secure Desktop client software for SSL VPN client.
sslclient-win-1.1.3.173.pkg 406 KB Full tunnel client software for SSL VPN clients
wlanui.tar 406 KB Wireless Application
128MB.sdf 515 KB Signature Definition File (SDF) used by Cisco 10S IPS
wlanui.tar 406 KB Wireless Application

End of Sale and End of Life of SDM

Cisco Systems, Inc. has announced the end-of-sale and end-of-life for SDM on August 28, 2010. The
last day to order SDM is February 26, 2011. February 26, 2012 is the last day that Cisco Engineering
may release any final software maintenance releases or bug fixes. The last day to receive service and
support on SDM will be February 28, 2014.

The replacement product for SDM is Cisco Configuration Professional (CCP). More information and
software download can be found at the following location: http://www.cisco.com/go/ccp

SDM User's Guide
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Troubleshooting
Enabling Desired Java Versions

If the PC is running unsupported Java versions, SDM will not function properly. For example, the user
cannot select Additional Tasks in the Configure page or select desired check boxes. To fix this, the user
enables only the SDM supported Java versions in the Java Control Panel. The Java Control Panel can be
accessed through the Control Panel (Figure 18). If the Java icon cannot be found in the Control Panel,
Java probably has not been installed on the system. Go to the Java website to download and install Java.

GO" » Control Panel » = | 4

Name Category

Control Panel Home

e Classic View g/ ! |
Windows  Taskbarand Personaliz... Fonts F
Sidebar Start Menu 0

= Yg. |
B 2P

nistrat.. AutoPlay  Backup and (
Restare C... Man

Figure 18 Java Control Panel can be found in the computer Control Panel.

Please see Web Browser Versions and Java Runtime Environment Versions for SDM supported Java
versions. Once the Java Control Panel opens, choose the Java tab and then click View to manage the
Java Runtime versions and settings (Figure 19). In the Java Runtime Environment (JRE) Settings dialog
box, the user can choose to enable only the SDM-supported Java versions by deselecting the

| £/ Java Control Panel o @ =8

| General | Update | Java | Security | Advanced|

" Java Runtime Environment Settings

View and manage Java Runtime wersions and
settings for Java applications and applets.

Figure 19 Java Control Panel and select Java tab: click View to manage the Java versions

unsupported version or versions (Figure 20). The user then clicks OK to continue. When only the SDM-
supported Java version(s) are enabled, the user closes all web browsers and SDM for the new JRE

settings to take effect.

Note: Only one supported version of JRE is necessary for SDM to function properly. When the user
opens SDM or a web browser that refers to the router IP address or hostname, the user may receive a
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Java Security Warning dialog box. The user clicks Run to allow the use of an earlier version of Java

(Figure 21).
| £ Java Runtime Environment Settings |5

Java Runtime Yersions

{User }| system

Platfarm Product Location Path Runtime Parameters Enabled

1.6 1.6.0_22 |http:{fjava.s... E:\Program Files\Java...|-¥mx256m ]

1.6 1.6,0_20  |http:ffjava.s... JC:\Program Files\Java... M

1.6 1.6.0_04  |http:ffjava.s... JC:\Program Files\Java...|-Xmx256m ¥

1.6 1.6.0_02 |http:{fjava.s... |C:\Program Files\Java... i
Find ] [ Add ] Remove

[ oK ] [ Cancel

Figure 20 JRE settings to enable only the SDM supported versions.

[ Java Security Warning ==
The application requires an earlier version of Java. Do '
you want to continue? AR

Name: com.cisco.nm.util.sgz.Loader

From: filel

l Run || Cancel

_'i'_ The required version of Java, 1.6.0_04, iz not the latest and may not contain the latest
. security updates.

Figure 21 Click Run to use an earlier version of Java.

Java Stack Overflow

To resolve Java stack overflow problems associated with SDM, go to Start > Control Panel > Java -->
Java Tab . Click View on the Java Applet Runtime Settings section. Then in Java Runtime
Parameters, type -Xmx256m (see Figure 19 and Figure 20). If Java cannot be found in the Control
Panel, Java probably is not installed on the system. Go to the Java website to download and install SDM
supported Java versions. Please see Web Browser Versions and Java Runtime Environment Versions for
SDM supported Java versions.

For Windows XP with SP2 users

When Cisco SDM is installed on a PC running Windows XP with Service Pack 2, Internet Explorer may
display HTML source code when attempting to launch Cisco SDM. To fix this problem, go to Tools >
Internet Options > Advanced. Then scroll to the Security section, check Allow Active Content to
Run in Files on My Computer, and click Apply. Then re-launch Cisco SDM.
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Further Resources

SDM Overview and Support Information

http://www.cisco.com/go/sdm

http://www.cisco.com/en/US/prod/collateral/routers/ps5318/product data sheet0900aecd800fd118.html

Release Notes for all available SDM versions

http://www.cisco.com/en/US/products/sw/secursw/ps5318/prod release notes list.html

SDM Download Locations

If you are an instructor in a Cisco Network Academy, SDM versions 2.4 and 2.5 can be
downloaded from cisco.netacad.net.

Click-Path to Download Corresponding SDM versions

Equipment Information: Equipment Information > Lab Equipment List & Contact Info > desired
SDM Installer

CCNA Discovery, SDM v2.4: Choose Tools > Select Curriculum > CCNA Discovery > Select
Course. Choose any CCNA Discovery Course and the version. Click Find Tools. Choose
the Classroom Setup tab and locate SDM v2.4 installer’

CCNA Exploration, SDM v2.4: Choose Tools > Select Curriculum > CCNA Exploration >
Select Course . Choose any CCNA Exploration Course and the version. Click Find
Tools. Choose the Classroom Setup tab and locate SDM v2.4 installer.

CCNA Security, SDM v2.5: Choose Tools > Select Curriculum > CCNA Security > Select

Course > CCNA Security and the version . Click Find Tools. Choose the Classroom
Setup tab and locate SDM v2.5 installer.

A Network Academy instructor with a privileged Cisco Connection Online (CCO) account can
download SDM from www.cisco.com.

Feature Navigator
http://tools.cisco.com/ITDIT/CEN/jsp/index.jsp

Software Advisor
http://tools.cisco.com/Support/Fusion/FusionHome.do?mySession=144433&myStep=8

Links to Download or Verify Java

Download the latest version of Java: http://java.com/en/dformat ownload/manual.jsp

Download the older versions of Java: http://java.sun.com/products/archive/

Testing and verifying the installed version of Java: http://www.java.com/en/download/help/testvm.xml

Cisco Configuration Professional

Information and software download: http://www.cisco.com/go/ccp
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Sample Default Startup Configuration File for Cisco Router and Security Device Manager

I The default startup configuration file for Cisco Router and Security Device Manager (SDM)
I DO NOT maodify this file; it is required by SDM as is for factory defaults

I Version 1.0

hostname yourname

logging buffered 51200 warnings

username cisco privilege 15 secret 0 cisco

ip domain-name yourdomain.com

interface FastEthernet0/0

description SETH-LANS$SETH-SW-LAUNCHS$SINTF-INFO-FE 0$

ip address 10.10.10.1 255.255.255.248

no shutdown

ip http server

ip http access-class 23

ip http secure-server

ip http authentication local

ip http timeout-policy idle 60 life 86400 requests 10000

access-list 23 permit 10.10.10.0 0.0.0.7

banner login »

Cisco Router and Security Device Manager (SDM) is installed on this device.

This feature requires the one-time use of the username "cisco"
with the password "cisco”. The default username and password have a privilege level of 15.
Please change these publicly known initial credentials using SDM or the 10S CLI.

Here are the Cisco 10S commands.

username <myuser> privilege 15 secret 0 <mypassword>

no username cisco

Replace <myuser> and <mypassword> with the username and password you want to use.
For more information about SDM please follow the instructions in the QUICK START
GUIDE for your router or go to http://www.cisco.com/go/sdm

AN

line con 0

login local

line vty 0 4

access-class 23 in
privilege level 15

login local

transport input telnet
transport input telnet ssh
line vty 5 15
access-class 23 in
privilege level 15

login local

transport input telnet
transport input telnet ssh

I End of SDM default config file
end

SDM User's Guide Page 21 of 21 Revised on April 8, 2011



